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Abstract - As consumers become increasingly aware of how their personal data is collected, stored, and used by companies, trust
in digital platforms has become a critical factor in brand loyalty and consumer decision-making. Blockchain technology, with
its promise of enhanced security, transparency, and decentralization, offers a potential solution to these challenges. This study
explored the impact of blockchain technology on marketing, focusing on key indicators, including awareness and understanding,
data privacy concerns, data security enhancements, consumer trust, and adoption challenges. Utilizing a sample size of 134
respondents, the research found that while there was a general awareness of blockchain's potential, varying levels of familiarity
and understanding persisted. Respondents expressed significant concerns about data privacy and perceived current regulations
as inadequate. The study highlighted blockchain's potential to enhance data security and build consumer trust through improved
transparency and accountability. However, challenges such as technical limitations, regulatory obstacles, and adoption barriers
were also identified. The findings suggest a need for clearer regulations, improved technical infrastructure, and targeted
educational efforts to facilitate blockchain integration in marketing. The study concludes that while blockchain offers

transformative potential, addressing these challenges is critical for its successful adoption and impact on the marketing industry.

Keywords - Blockchain, Data privacy, Data security, Consumer trust, Digital marketing, Transparency, Accountability,
Technical challenges, Adoption barriers, Targeted advertising.

1. Introduction

As consumers become increasingly aware of how their
personal data is collected, stored, and used by companies, trust
in digital platforms has become critical in brand loyalty and
consumer decision-making. Blockchain technology, with its
promise of enhanced security, transparency, and
decentralization, offers a potential solution to these
challenges. Blockchain's ability to create immutable and
transparent records can revolutionise how companies manage
consumer data, offering greater protection against breaches
and unauthorized access. This technology secures data and
empowers consumers by giving them more control over their
information, thus fostering trust. Data privacy concerns in
marketing pose significant challenges for businesses in the
digital age. As digital technologies transformed the marketing
landscape, privacy issues  strained  consumer-firm
relationships, leading to regulatory interventions and privacy-
protective behaviors [1]. Small entrepreneurial firms were
often disadvantaged compared to large incumbents in
addressing these concerns [2]. The ethical dilemma between
protecting consumer privacy and utilizing customer data for
marketing became more pronounced, with the burden of
practicing consumer privacy falling largely on marketers [3].
Privacy concerns shaped and restricted digital marketing
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efforts, putting pressure on marketers from three angles:
privacy regulations, data breaches, and purchase fear [4]. To
mitigate these issues, businesses needed to adopt strategies
that balanced financial gains with obligations to stakeholders,
particularly customers, while also considering privacy
concerns as potential drivers of innovation and competitive
advantage [2, 3]. Research on data privacy in Tanzania
revealed significant challenges in protecting consumer data in
the digital age. Tanzania lacked comprehensive data
protection legislation, relying instead on fragmented laws that
insufficiently addressed privacy concerns in cyberspace [5].
The country's history with privacy protection has been
difficult, with unsuccessful attempts to enact privacy laws in
the past [6]. Recent reforms aimed to address these issues,
including a draft Personal Data Protection Bill [6]. The rapid
technological developments and globalization have increased
the scale of data collection and sharing, posing new challenges
for privacy protection [7]. Adopting the EU's General Data
Protection Regulation (GDPR) has influenced Tanzania's data
privacy law and practice, sparking law and policy reforms to
comply with international standards for personal data transfer
[8]. These developments highlight the evolving nature of
privacy rights and the need for comprehensive data protection
measures in Tanzania.
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Blockchain technology emerged as a promising solution
for enhancing data security in various domains, including
cloud computing and network security [9, 10]. Its
decentralization, immutability, and transparency principles
offered a unique approach to addressing vulnerabilities and
mitigating risks in the digital realm [9]. Blockchain's
distributed and secured hashed mechanism provided a new
perspective for data security technology evolution [11, 12]. It
demonstrated potential in improving data integrity,
authentication, and authorization processes across various
applications, such as supply chain management and identity
verification [9]. However, the adoption of blockchain faced
challenges related to privacy concerns, regulatory uncertainty,
and technological complexities [13]. Despite these obstacles,
blockchain technology was recognized as a tool capable of
reforming data management and security practices across
multiple industries [10-13].

Blockchain technology has emerged as a promising
solution for enhancing data security in various sectors,
including cloud computing and business domains. Its
decentralized, immutable, and encrypted nature offers
improved security for managing patient records, land
registration systems, and banking transactions in Tanzania
[14]. Blockchain integration in cloud computing environments
can address key security challenges such as data privacy,
integrity, and identity management [10]. Studies have shown
that blockchain is a key feature for improving data sharing
processes in industries, with applications in finance, 10T,
healthcare, and supply chain management [15]. Combining
decentralized cloud storage and blockchain technology
enhances data security by protecting against tampering and
unauthorized access. Techniques such as SHA-512 hashing
and Advanced Encryption Standard (AES) further strengthen
data security and reliability in blockchain-based systems [16].

Blockchain technology has emerged as a marketing
transformative force, contributing answers to improve
transparency, trust, and accountability [17, 18]. By leveraging
distributed ledgers, blockchain can combat ad fraud, verify ad
impressions, and ensure data integrity [17]. Research has
shown that blockchain-based marketing initiatives can
significantly impact consumer trust levels and engagement
[18]. The technology fosters disintermediation, reinforces
transparency, enhances privacy protection, and enables
creative loyalty programs [19]. Blockchain's ability to monitor
distributed marketing processes and inject transparency into
the industry addresses accountability concerns and helps
combat fraudulent practices, estimated to cost the industry $44
billion by 2022 [20]. As blockchain continues to evolve, it
promises to reshape marketing practices, paving the way for a
more secure, efficient, and consumer-centric future [17, 19].

In Tanzania, where manual record-keeping and weak
systems have led to issues in healthcare, land registration, and
banking, blockchain implementation could offer enhanced
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security and transparency [14]. The technology's decentralized
and immutable nature allowed marketers to establish trust,
enhance security, and foster transparency throughout the
advertising supply chain [17]. Blockchain acted as
incremental innovation, empowering the consumer-centric
paradigm and fostering disintermediation [19]. It served as a
missing trust layer in the evolution of the Internet, addressing
the growing concern of trust erosion in the 21st-century
business environment [21]. By adopting blockchain,
businesses in Tanzania could potentially benefit from reduced
paperwork, improved transparency, and enhanced security
across various sectors [14].

Blockchain technology has emerged as a transformative
force in marketing, offering solutions to challenges in digital
advertising, data integrity, and customer engagement [17].
Recent studies have explored the adoption and applications of
blockchain in  marketing, revealing its potential to
revolutionize traditional practices through decentralization,
security, and transparency [22]. Researchers have identified
key criteria for evaluating blockchain-based marketing
platforms, employing methodologies like AHP-TOPSIS to
provide a systematic framework for platform selection [23,
24]. The technology has shown particular relevance in supply
chain management, internal operations, and marketing
campaigns [25]. While blockchain applications in marketing
are still in their infancy, they offer promising opportunities for
enhancing trust, efficiency, and accountability in advertising
supply chains and customer reward programs [17, 22].

Tanzania's adoption lags behind other African countries
despite potential benefits in healthcare, land registration, and
banking sectors [14]. Evaluating blockchain-based marketing
platforms requires a comprehensive framework proposed by
the AHP-TOPSIS approach [26]. Tanzania's Small and
Medium Enterprises (SMEs) have shown significant interest
in integrating blockchain and artificial intelligence into their
marketing strategies [27]. While research on blockchain
applications in marketing is growing, it remains in its infancy
[22]. The technology's impact on marketing practices is
profound, introducing new frameworks that leverage
decentralization, security, and transparency [22]. As the field
matures, further research is needed to explore the full potential
of blockchain-based marketing platforms and their adoption
across various sectors.

Blockchain technology can potentially revolutionize
Customer Relationship Management (CRM) and brand-
consumer interactions. It can enhance transparency, trust, and
data security in customer service relationships across various
industries [28, 29]. Blockchain enables new approaches to
brand positioning, storytelling, and loyalty programs while
addressing issues like counterfeit consumption and online
advertising intermediaries [29]. The technology can reshape
customer service stages, including requirements, acquisition,
ownership, and retirement [28]. Implementing blockchain in
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CRM systems can improve data handling and create a trusted
environment for parties to collaborate [30]. Blockchain's
decentralized ledger ensures data confidentiality, accuracy,
and verifiability, which is crucial for digital marketing
organizations dealing with large volumes of customer data
[31]. As businesses adopt this transformative technology, they
stand to benefit from enhanced customer experiences and
stronger relationships. Blockchain technology can potentially
revolutionize customer relationships in various sectors,
including healthcare, land registration, and banking in
Tanzania [14]. In the airline industry, blockchain-enhanced
loyalty programs have demonstrated improved customer
experiences and increased user engagement [32].

The technology offers opportunities for brand
positioning, corporate image enhancement, and strengthening
consumer-brand relationships through features like digital
currencies, blockchain-enabled loyalty programs, and
increased brand  transparency [29]. Blockchain
implementation can also enhance data security and customer
trust by storing records in a decentralized ledger, ensuring data
confidentiality and accuracy [31]. While blockchain adoption
in Tanzania is still lagging, its implementation could address
issues such as manual record-keeping in healthcare, weak land
registration systems, and banking sector challenges [14].

Blockchain technology presents significant potential for
fostering stronger and more transparent relationships between
businesses and consumers in various industries.Traditional
marketing practices have often struggled with data privacy
concerns, lack of transparency, and limited consumer trust.
Blockchain technology offers the potential to address these
challenges through its decentralized nature, immutability, and
enhanced security features. However, the adoption of
blockchain in marketing is still in its early stages, and
significant challenges are to overcome. This study aimed to
investigate the current state of blockchain-based marketing,
identify the key challenges and opportunities, and explore
potential use cases and applications. By understanding the
benefits and drawbacks of blockchain technology in
marketing, businesses can make informed decisions about its
adoption and leverage its transformative potential.

The study aimed to examine how blockchain technology
could be integrated into marketing strategies to enhance data
security and, in turn, increase consumer trust. The study aimed
to explore the potential of blockchain to address the challenges
of data privacy and transparency, ultimately providing
insights into its impact on building and maintaining trust
between brands and consumers.The study's main contribution
was to provide a deeper understanding of how blockchain
technology can be leveraged in marketing to strengthen data
security and foster consumer trust. By exploring the practical
applications of blockchain in safeguarding consumer data and
enhancing transparency, the study offered valuable insights
for marketers seeking to bridge the trust gap, ultimately
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contributing to more secure and trustworthy marketing
practices in the digital age.

2. Methodology

The study's methodology involved a mixed-methods
approach, combining quantitative and qualitative data
collection to comprehensively examine the impact of
blockchain on consumer trust in marketing. The study utilized
a survey as the primary quantitative tool, distributed to a
sample size of 134 participants, consisting of consumers
across various demographics. The survey included structured
questions designed to measure participants' perceptions of
data security, trust in brands that use blockchain technology,
and attitudes toward data privacy. In addition to the survey,
in-depth interviews were conducted with a subset of 20
participants selected from the initial sample. These interviews
aimed to gather qualitative insights into consumer attitudes
and experiences regarding blockchain's role in data security
and its effect on their trust in marketing practices. The
combination of survey data and interview findings provided a
robust analysis of the relationship between blockchain
technology and consumer trust, offering statistical evidence
and personal narratives to support the study's conclusions.
Data were analyzed using descriptive statistics for the survey
results and thematic analysis for the qualitative interviews.

3. Results and Discussion

The results and discussion of the study provided a detailed
analysis of how blockchain technology influences consumer
trust in marketing by enhancing data security. The findings
revealed key insights into consumer perceptions, highlighting
both the potential benefits and challenges of integrating
blockchain into marketing strategies. Through a combination
of quantitative data from the survey and qualitative insights
from interviews, the study offered a comprehensive
understanding of the impact of blockchain on consumer trust,
shedding light on the practical implications for marketers
seeking to leverage this technology.

3.1.  Awareness
Technology

The study examined participants' awareness and
understanding of blockchain technology, focusing on key
aspects such as familiarity with blockchain concepts, its
potential applications in marketing, and its perceived benefits
and challenges. Most respondents demonstrated varying levels
of familiarity with blockchain concepts, indicating a
foundational awareness of terms like decentralization,
immutability, and smart contracts. Additionally, there was a
significant interest in how blockchain could be applied within
the marketing sector, with many participants recognizing both
its potential advantages and the challenges it might present.
These findings provided a comprehensive overview of the
general awareness and understanding of blockchain
technology among the study's participants.

and Understanding of Blockchain
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Fig. 1 The awareness and understanding of blockchain technology

3.1.1. Familiarity with Blockchain Concepts

The respondents’ familiarity with blockchain concepts, as
indicated in Figure 1, revealed a varied understanding of this
emerging technology. A segment of 40 participants,
accounting for 29.9% of the sample, indicated they were very
familiar with blockchain concepts. These respondents
demonstrated a deep comprehension of key aspects such as
decentralization, immutability, and smart contracts. They
often described their familiarity as stemming from both
academic study and practical exposure. For example, one
respondent elaborated:

"...I have been actively involved in the tech industry for
several years and have implemented blockchain solutions in
various projects. My understanding of concepts like
decentralization and smart contracts is quite thorough, which
has helped me appreciate the potential applications of this
technology..."

In contrast, 60 participants, or 44.8% of the sample,
reported being somewhat familiar with blockchain concepts.
This group exhibited moderate understanding, typically
gained through general reading or introductory courses. Their
knowledge often included basic definitions and broad
applications but lacked the depth seen in those who were very
familiar. A respondent from this group shared:

"... | have read about blockchain in various articles and
have a general idea of what it involves, like its use in
cryptocurrencies and other areas. However, | would not
consider myself an expert. | know the basics, but the technical
details remain unclear.”

A notable portion of the respondents, 34 individuals
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representing 25.4%, admitted to not being familiar with
blockchain concepts at all. This group had limited or no
exposure to the technology and its implications. Their
responses reflected a lack of engagement with blockchain,
often indicating that their knowledge was minimal or derived
only from mainstream media. One respondent mentioned:

"...I do not really know much about blockchain. | have
heard the term a few times and understand it is related to
cryptocurrencies, but beyond that, I am not familiar with how
it works or its other uses..."

These variations in familiarity emphasized the need for
further education and outreach to bridge the knowledge gap
and enhance understanding of blockchain technology among
different population segments.

3.1.2. Understanding of Blockchain's Potential Applications
in Marketing

As demonstrated in Figure 1, the study explored
participants' understanding of blockchain's potential
applications in marketing, revealing a spectrum of insights
ranging from high to low comprehension. Among the 134
respondents, 35 individuals, constituting 26.1% of the sample,
demonstrated a high understanding of how blockchain
technology could be leveraged in marketing. These
respondents articulated a detailed and nuanced grasp of
blockchain’s capabilities, such as enhancing transparency in
supply chains, securing consumer data, and facilitating more
effective loyalty programs. One respondent noted:

“..my deep understanding of blockchain's role in
marketing comes from working closely with companies
pioneering these technologies. For instance, blockchain can
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revolutionize how we track product authenticity and
streamline loyalty rewards, making these processes more
transparent and reliable for consumers...”

A larger group of 60 participants, making up 44.8% of the
sample, exhibited a moderate understanding of blockchain’s
potential in marketing. This group was aware of some of the
technology’s applications but did not possess in-depth
knowledge. Their understanding often included general
concepts like improving data security and providing
transparency but lacked specific details on implementation
and broader impacts. A respondent in this category explained:

“...d know that blockchain could be useful in marketing,
especially in securing customer data and ensuring
transparency. However, my grasp of its practical applications
is more theoretical. |1 know the potential, but I do not fully
understand how it would be implemented in real-world
scenarios...”’

Finally, 39 participants, representing 29.1% of the
sample, had a low understanding of blockchain's applications
in marketing. This group was less familiar with how
blockchain could be integrated into marketing strategies and
was often uncertain about its specific benefits. Their
knowledge was generally limited to basic concepts and was
typically based on minimal exposure to detailed information.
One such respondent remarked:

“... I have heard that blockchain could be important for
marketing, but my understanding is quite basic. | know it
relates to data security and transparency, but I do not know
how it would be used in practice or what specific advantages
it might offer...”

These varying levels of understanding highlight the need
for targeted educational efforts to convey blockchain
technology's practical benefits and applications in marketing.
Enhanced clarity and practical examples could bridge the gap
between theoretical knowledge and real-world application,
fostering a more comprehensive understanding among
marketing professionals.

3.1.3. Perceived Benefits and Challenges of Blockchain

The study probed into respondents' perceptions of the
benefits and challenges associated with blockchain
technology. As in Figure 1, the study revealed a range of
opinions that reflect varied levels of enthusiasm and
skepticism.

Among the 134 participants, 45 individuals, constituting
33.6% of the sample, strongly agreed with the perceived
benefits of blockchain. These respondents articulated a robust
belief in the transformative potential of blockchain,
emphasizing its advantages in areas such as transparency,
security, and efficiency. For example, one respondent shared:
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“..d strongly believe in the benefits of blockchain,
particularly its ability to enhance transparency and security
in transactions. The technology’s immutable ledger can
significantly reduce fraud and build trust between parties,
which is crucial for modern marketing and supply chain
management...”

Another 50 participants, or 37.3% of the sample,
somewhat agreed with the benefits of blockchain technology.
This group acknowledged the advantages but with a degree of
reservation or limited enthusiasm. Their perspective was often
shaped by recognising blockchain’s potential, tempered by
concerns or uncertainties about its practical implementation
and scalability. A respondent from this group commented:

“...I see blockchain's benefits, such as improved data
integrity and the potential for greater transparency. However,
my agreement is somewhat cautious. While the technology
holds promise, 1 am wary of its current limitations and the
challenges involved in widespread adoption...”

The remaining 39 participants, making up 29.1% of the
sample, were neutral or uncertain about the benefits of
blockchain. This group often lacked definitive opinions,
reflecting a broader uncertainty or a need for more information
before forming a strong stance. Their responses suggested that
while they recognized the discussion around blockchain, they
had not yet been convinced of its specific benefits or were
unsure about its practical implications. One such respondent
stated:

“.. I am not entirely sure about the benefits of
blockchain. While | have heard it can be useful for things like
improving transparency and security, |1 do not have a strong
opinion on how significant these benefits are or how they
would play out in real-world applications...”

These insights accentuate a diverse range of perceptions
regarding blockchain’s benefits and challenges. They
highlight the need for ongoing education and practical
demonstrations to clarify the technology’s value and address
concerns about its implementation, ultimately fostering a
more informed and balanced view among stakeholders.

3.2. Data Privacy Concerns in Marketing

The study explored data privacy concerns in marketing,
focusing on three key areas: data breaches and unauthorized
access, worries about using personal data for targeted
advertising, and perceptions of current data privacy
regulations. This investigation provided a detailed
understanding of participants' apprehensions and attitudes
towards how personal information is managed and protected
in marketing practices. By examining these concerns, the
study aimed to shed light on the broader implications of data
privacy in the context of modern marketing strategies and
regulatory frameworks.
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Fig. 2 Data privacy concerns in marketing

3.2.1. Concerns about Data Breaches and Unauthorized
Access

The study revealed various concerns among respondents
regarding data breaches and unauthorized access, highlighting
varying anxiety levels about the security of their personal
information. According to Figure 2, a significant portion, 55
participants or 41% of the sample, expressed that they were
very concerned about data breaches and unauthorized access.
These individuals often emphasized their apprehensions about
the potential for sensitive information to be exposed or
misused. One respondent articulated their worry by saying:

“...I am extremely concerned about data breaches. With
the amount of personal and financial information stored
online, the risk of unauthorized access is alarming. It feels like
no system is entirely secure, and every breach undermines our
trust in these platforms...”

Another 50 respondents, representing 37.3% of the
sample, reported being somewhat concerned about data
breaches and unauthorized access. This group recognized the
risks but maintained a somewhat measured perspective,
acknowledging that while breaches are a concern, they might
not perceive them as immediate or pervasive threats. One such
participant noted:

“... | am somewhat concerned about data breaches. |
understand the risks involved and take precautions to protect
my information, but | also feel that many organizations are
improving their security measures. My concern is there, but it
is balanced by a belief that steps are being taken to mitigate
these risks...”

Conversely, 29 participants, or 21.6% of the sample,
indicated they were unconcerned about data breaches and
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unauthorized access. This group often showed higher trust in
existing security measures or felt that their personal data was
adequately protected. A respondent from this category
mentioned:

“... 1 am not particularly worried about data breaches. |
believe that most companies have robust security protocols in
place. While I know that breaches can happen, I trust that the
systems are designed to handle and protect data effectively...”

These varying levels of concern highlight the diverse
attitudes toward data security in the digital age. The findings
stress the need for ongoing vigilance and improvement in
security measures to address the apprehensions of both
concerned and less concerned individuals.

3.2.2. Concerns about the Use of Personal Data for Targeted
Advertising

The study investigated participants' concerns about using
personal data for targeted advertising, revealing a range of
apprehensions regarding privacy and the ethical use of
personal information. As per Figure 2, a considerable number
of respondents, 60 individuals or 44.8% of the sample,
expressed that they were very concerned about how their
personal data was used for targeted advertising. This group
voiced significant unease about the extent to which advertisers
collected and utilised their data. One respondent highlighted
their concern, stating:

“...I am deeply worried about how my personal data is
used for targeted ads. It feels invasive and manipulative. The
idea that my browsing history and personal preferences are
being used to influence my decisions without my explicit
consent is troubling. It is like my privacy is being
compromised for profit...”
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Another 45 participants, making up 33.6% of the sample,
reported being somewhat concerned about using personal data
for targeted advertising. This group acknowledged the
potential issues but appeared more nuanced, recognizing the
benefits of targeted advertising and the privacy risks involved.
A respondent in this category commented:

“...I do have some concerns about targeted advertising.
On one hand, it is helpful to receive ads that are relevant to
my interests. On the other hand, | worry about how much
personal information is collected and whether it is being used
responsibly. My concern is more about the balance between
personalization and privacy...”

In contrast, 29 participants, or 21.6% of the sample,
indicated they were not concerned about using personal data
for targeted advertising. This group often perceived targeted
advertising as a normal part of digital interactions and showed
a higher level of acceptance of data collection practices. A
respondent from this category shared:

“... I am not particularly worried about targeted ads. |
see them as a way to get information about products and
services that interest me. As long as the data is used to
enhance my experience and not for harmful purposes, | do not
see it as a major issue...”

These findings underline the diverse perceptions of
targeted advertising and the broader implications for data
privacy. They reflect a need for greater transparency and
control over how personal data is used, balancing the benefits
of targeted advertising with the growing concerns about
privacy and ethical data management.

3.2.3. Perceptions of Current Data Privacy Regulations

As shown in Figure 2, the study explored respondents’
perceptions of current data privacy regulations, shedding light
on their views regarding the effectiveness and sufficiency of
existing legal frameworks designed to protect personal
information. A segment of 40 participants, or 29.9% of the
sample, deemed the current data privacy regulations adequate.
These respondents expressed satisfaction with the measures in
place and felt that the regulations effectively addressed their
concerns about data security. One respondent shared their
perspective by saying:

“...I believe that the current data privacy regulations are
sufficient. They provide reasonable protection and require
companies to be transparent about using personal data. The
regulations seem to be evolving with the technology, which is
reassuring...”

A larger group of 55 participants, representing 41.0% of
the sample, considered the data privacy regulations somewhat
adequate. This group acknowledged the efforts made by
regulatory bodies but also highlighted areas where they felt
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improvements were necessary. Their opinions reflected a
belief that while the regulations offer a foundation for
protecting data privacy, they might not fully address all
emerging issues or challenges. One respondent from this
category commented:

“...0ur regulations are a good start, but they do not
always keep up with the rapid technological changes. There
are still gaps that need to be filled to ensure that personal data
is completely protected. | think the regulations are somewhat
adequate but could benefit from updates to address new
privacy concerns...”

Conversely, 39 participants, or 29.1% of the sample,
perceived the current data privacy regulations as inadequate.
This group expressed significant dissatisfaction with the
existing legal frameworks, often citing concerns about their
ability to keep pace with technological advancements and
evolving privacy threats. One respondent elaborated:

“...The current data privacy regulations fall short in
many areas. They do not seem to adequately address the
sophisticated ways in which data is collected and used today.
There needs to be stronger enforcement and more
comprehensive rules to protect personal information against
misuse...”’

These varied perceptions highlight a range of views on
the effectiveness of data privacy regulations. The responses
accentuate a need for continuous review and enhancement of
privacy laws to ensure they safeguard personal information
effectively amidst rapidly changing technological landscapes
and evolving data privacy challenges.

3.3. Blockchain's Potential to Enhance Data Security

The study investigated the potential of blockchain
technology to enhance data security, focusing on three key
aspects: perceptions of blockchain's ability to protect data
privacy, understanding of blockchain-based encryption and
security features, and trust in blockchain technology for data
security.

By examining these indicators, the study aimed to assess
how blockchain is viewed as a solution for improving data
security, how well participants understood its technical
mechanisms and the level of trust they placed in this
technology for safeguarding sensitive information.

3.3.1. Perception of Blockchain's Ability to Protect Data
Privacy

The study revealed varied perceptions among respondents
regarding blockchain's ability to protect data privacy,
highlighting differing levels of confidence in the technology's
effectiveness. As illustrated in Figure 3, a significant portion
of the participants, 50 out of 134 or 37.3%, believed that
blockchain effectively safeguarded data privacy.
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Fig. 3 Blockchain's potential to enhance data security

These respondents expressed strong confidence in
blockchain's inherent features, such as decentralization and
immutability, which they felt provided robust protection
against unauthorized access and data breaches. One
respondent articulated this sentiment by stating:

"...Blockchain's structure, where data is decentralized
and cryptographically secured, makes it incredibly difficult
for hackers to alter or steal information. | believe this
technology is one of the most secure ways to protect our
personal and financial data in today's digital world..."”

Another group, comprising 55 respondents or 41.0% of
the sample, perceived blockchain as somewhat effective in
protecting data privacy. While they acknowledged the
potential of blockchain technology, they also recognized
certain limitations and challenges that could impact its
effectiveness. This group often mentioned the need for further
development and integration with existing systems to realize
blockchain's privacy protection capabilities fully. A
respondent in this category noted:

"...Blockchain has much potential to enhance data
privacy, especially its transparency and security features.
However, it is still a relatively new technology, and there are
concerns about scalability and integration with other systems.
While it is promising, it is not a foolproof solution yet..."

In contrast, 29 respondents, or 21.6% of the sample,
viewed blockchain as ineffective in protecting data privacy.

This group expressed skepticism about the technology's
ability to address all privacy concerns, particularly in its
current implementation and the challenges associated with
widespread adoption. One respondent explained their doubts
by saying:
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"...While blockchain is often touted as a secure
technology, | have concerns about its real-world application.
Issues like the lack of regulation, the potential for misuse, and
the complexity of the technology make me question whether it
can truly protect our data privacy meaningfully way..."”

In summary, the study highlighted a range of perceptions
regarding blockchain's effectiveness in protecting data
privacy, ranging from strong confidence to significant
skepticism. These findings suggest that while many see
blockchain as a powerful tool for enhancing data security,
others remain cautious, recognizing the need for continued
innovation and addressing the challenges that could impact its
broader adoption and effectiveness.

3.3.2. Understanding of Blockchain-Based Encryption and
Security Features

As per Figure 3, the study explored respondents'
understanding of blockchain-based encryption and security
features, revealing a wide range of familiarity and
comprehension levels among participants. Of the 134
respondents, 35 individuals, or 26.1%, demonstrated a high
understanding of blockchain's encryption mechanisms and
security protocols. These participants were well-versed in the
technical aspects of blockchain, such as cryptographic
hashing, public and private key encryption, and the concept of
consensus algorithms. They often discussed how these
features contribute to the integrity and security of data stored
on the blockchain. One respondent with a deep understanding
of the technology remarked:

"...Blockchain's encryption is the backbone of its security.
Cryptographic techniques ensure that data is tamper-proof
and only accessible to those with the correct keys. It is a
revolutionary way to secure information, especially in
industries where data integrity is paramount..."
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On the other hand, a majority of the respondents, 60
individuals or 44.8%, exhibited a moderate understanding of
blockchain's encryption and security features. These
participants were aware of the basic principles of blockchain
security but lacked in-depth knowledge of the technical
intricacies. They could generally describe how blockchain's
decentralized structure and encryption contribute to data
security, but they often struggled with more complex concepts
like zero-knowledge proofs or Byzantine fault tolerance. A
respondent in this group noted:

"...lunderstand that blockchain uses encryption to secure
data, and | believe it is more secure than traditional
databases. However, I am not entirely clear on how the
encryption works or what makes it much safer. | need more
information to grasp the technology's capabilities fully...”

In contrast, 39 respondents, or 29.1% of the sample, did
not understand blockchain-based encryption and security
features. These participants were either unfamiliar with the
technical aspects of blockchain or found the concepts too
complex to grasp. They often relied on general knowledge or
misconceptions about the technology, sometimes conflating
blockchain with other forms of digital security without fully
understanding its unique attributes. One respondent admitted:

"...Blockchain encryption sounds impressive, but | do not
understand how it works. | have heard it is secure, but | could
not explain why or how it differs from other security
technologies. It all seems very complicated to me..."

The findings indicate that while some respondents
possess a high technical understanding of blockchain security,
a significant portion remains only moderately informed or
lacks comprehensive knowledge. This variation in
understanding highlights the need for more targeted education
and training to bridge the knowledge gap, especially as
blockchain technology continues to gain traction across
various industries. Enhanced understanding could lead to
greater confidence in the technology and its application in data
security, where trust and comprehension are crucial.

3.3.3. Trust in Blockchain Technology for Data Security

The study examined respondents' levels of trust in
blockchain technology for data security, revealing a spectrum
of confidence in this emerging technology. As shown in
Figure 3, among the 134 participants, 60 individuals, or
44.8%, expressed high trust in blockchain's ability to secure
data. These respondents demonstrated strong confidence in
blockchain's decentralized and tamper-resistant nature, which
they believed provided a robust safeguard against data
breaches and unauthorized access.

They frequently cited the transparency and immutability
of blockchain records as key factors contributing to their trust.
One respondent with high trust commented:

25

"...Blockchain's decentralized structure ensures that no
single entity can alter the data without consensus. This makes
it virtually impossible for anyone to tamper with the records,
so | have complete confidence in its ability to secure sensitive
information..."

A significant portion of respondents, 50 individuals or
37.3%, reported moderate trust in blockchain technology for
data security. These participants generally believed in the
potential of blockchain to enhance data security but expressed
some reservations due to the technology's relative novelty and
the challenges associated with its implementation.

While they acknowledged the theoretical security
advantages of blockchain, they were cautious about its
practical application, especially in large-scale or critical
systems. One respondent in this group remarked:

"...I think blockchain has great potential for securing
data, especially because of its transparency and encryption.
However, 1 am not fully convinced because it is still a new
technology, and we have not seen it tested in all possible
scenarios. | trust it, but I would like more widespread adoption
and evidence of its effectiveness before | am completely on
board..."

In contrast, 24 respondents, or 17.9% of the sample,
expressed low trust in blockchain technology for data security.
These individuals were skeptical of blockchain's capabilities,
often due to a lack of understanding or concerns about the
technology's scalability and regulatory environment. Some
respondents questioned the feasibility of using blockchain for
all types of data security, citing potential vulnerabilities or the
high costs associated with implementing and maintaining
blockchain systems. One respondent with low trust stated:

"...while blockchain is often touted as the future of data
security, I am not entirely convinced. There are still many
unknowns, and | worry about the potential for new types of
cyber threats that could exploit blockchain. Additionally, the
cost and complexity of setting up blockchain systems could be
prohibitive for many organizations, making it less practical
than other, more established security solutions..."

The study's findings indicate a generally positive attitude
towards blockchain technology for data security, with many
respondents highly trusting its capabilities. However, the
presence of moderate and low trust among other respondents
suggests that while the technology is promising, concerns and
uncertainties still need to be addressed.

These concerns highlight the importance of ongoing
education, demonstration of practical applications, and
addressing regulatory and technical challenges to enhance
trust and facilitate broader adoption of blockchain for data
security purposes.
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3.4. Building Consumer Trust through Blockchain

The study explored the role of blockchain technology in
building consumer trust within the marketing sector, focusing
on three critical aspects: the perception of blockchain's ability
to enhance trust, its impact on transparency and
accountability, and consumer attitudes toward blockchain-
based marketing initiatives. Respondents provided insights
into how blockchain, with its decentralized and immutable
features, was perceived to contribute to greater trust in digital
transactions and data management. The study further
examined how the transparency and accountability fostered by
blockchain could influence consumer trust in marketing
practices. Additionally, it assessed how consumers felt about
marketing initiatives that leveraged blockchain, shedding light
on their acceptance and concerns regarding the technology's
integration into marketing strategies.

3.4.1. Perception of Blockchain's Role in Building Trust

As demonstrated in figure 4, the study revealed varied
perceptions among respondents regarding blockchain's role in
building trust within the marketing sector, reflecting a range
of attitudes toward the technology's potential. Among the 134
respondents, 55 individuals, or 41.0%, strongly agreed that
blockchain significantly fosters trust. These participants
recognized  blockchain's  decentralized nature  and
transparency as crucial factors that could help build and
maintain consumer trust. They emphasized how blockchain's
ability to create immutable records of transactions and
interactions could reduce the risk of fraud and ensure that data
is handled with integrity. One respondent who strongly agreed
mentioned that:

"...blockchain provides transparency that is impossible
with traditional systems. Knowing that the information is
secure and unalterable builds trust that is essential for
businesses and consumers..."

A larger portion of the respondents, 60 individuals or
44.8%, somewhat agreed that blockchain could enhance trust
in marketing. These participants generally supported the idea
that blockchain could improve trust, particularly through its
transparency and accountability features, but they expressed
reservations about its practical implementation and
widespread adoption. They were cautiously optimistic, noting
that while blockchain has the potential to increase trust, its
impact would depend on how effectively it is integrated into
marketing practices and whether consumers are adequately
educated about its benefits. One participant in this group
shared:

"...I think blockchain could help build trust, especially
with how transparent it makes everything. But, at the same
time, it is a complex technology, and not everyone understands
how it works. For it to make a difference, there needs to be
more effort in educating people about blockchain and how it
can benefit them..."

On the other hand, 19 respondents, or 14.2%, disagreed
that blockchain plays a significant role in building trust in
marketing. These individuals were skeptical of the
technology's capabilities and questioned its relevance in the
context of consumer trust. Some expressed concerns about the
hype surrounding blockchain, suggesting that while it might
offer some benefits, it was not a panacea for trust issues in
marketing. They pointed out that trust is built on more than
technology, emphasizing the importance of ethical practices,
clear communication, and consumer education. One
respondent who disagreed stated:

"...Blockchain might have some interesting features, but
I do not think it is the answer to building trust. Trust comes
from how companies treat their customers, how transparent
they are, and how they handle issues when they arise.
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Blockchain might help in some areas, but it is not a magic
bullet to solve all trust-related problems..."

In general, the study indicated that while there is
significant optimism about blockchain's potential to enhance
trust in marketing, some respondents also have reservations
and scepticism. The findings suggest that while blockchain
could play a crucial role in building trust, its success will
depend on how well it is implemented, how widely it is
adopted, and how effectively consumers are informed about
its benefits and limitations. Technology alone is not enough;
it must be part of a broader strategy that includes ethical
practices, transparency, and ongoing consumer engagement to
enhance trust in marketing truly.

3.4.2. Impact of Blockchain
Accountability

The study's findings on the impact of blockchain on
transparency and accountability, as per Figure 4, revealed a
predominantly positive perception among the respondents,
reflecting a consensus on the technology's potential to enhance
these crucial aspects within the marketing sector. Out of the
134 participants, 60 individuals, representing 44.8%,
indicated that they believed blockchain positively impacted
transparency and accountability. These respondents
highlighted blockchain's ability to provide a clear, unalterable
record of transactions and interactions, which they felt could
significantly reduce the risk of fraud and improve the
trustworthiness of marketing practices. They emphasized that
blockchain's decentralized nature ensures that no single entity
can manipulate the data, which enhances overall
accountability. One respondent shared their strong belief,
stating:

on Transparency and

"...blockchain brings a new level of transparency that we
have never seen before. Every transaction is recorded and
cannot be changed, which means businesses are held
accountable for their actions. This kind of transparency builds
trust with consumers because they know the information they
see is real and has not been tampered with..."

A slightly smaller group, comprising 50 respondents or
37.3%, believed that blockchain positively impacted
transparency and accountability. These individuals
acknowledged the potential benefits of blockchain in these
areas but also expressed some reservations about its current
effectiveness and the challenges associated with its
implementation. They recognized that while blockchain could
enhance transparency and accountability, its impact might be
limited by factors such as the complexity of the technology,
the cost of implementation, and the need for widespread
adoption to achieve significant results. One participant
commented:

"...I think blockchain has the potential to improve
transparency and accountability, but it is not without its
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challenges. The technology is still new, and not everyone
understands it. Plus, it can be expensive to implement. So
while | believe it can have a positive impact, there are still
hurdles to overcome before we see its full potential..."

On the other hand, 24 respondents, or 17.9%, felt that
blockchain had no impact on transparency and accountability.
These individuals were skeptical about the technology's ability
to deliver on its promises, particularly in the context of
marketing. Some doubted whether blockchain could
effectively address the deep-rooted issues of trust and
accountability, arguing that these problems are more related to
business ethics and consumer relationships than technological
solutions. Others expressed concerns about blockchain's hype,
suggesting that its potential benefits are often overstated. A
respondent in this group expressed their skepticism, saying:

"...I do not see how blockchain will make a big difference
in transparency or accountability. These are issues that come
down to how businesses operate and treat their customers.
Just adding a new technology is not going to change that.
Blockchain might be useful in some areas, but I do not think it
will have the impact that some people are expecting...”

In short, the study showed a general optimism about the
role of blockchain in enhancing transparency and
accountability, though with varying degrees of enthusiasm.
While a significant portion of respondents recognized the
potential for blockchain to revolutionize these areas, a notable
group remained unconvinced, viewing the technology as
overhyped or insufficient to address the underlying issues. The
findings suggest that blockchain could be a valuable tool in
improving transparency and accountability. However, its
effectiveness will depend on how well it is implemented,
understood, and integrated into broader marketing strategies.
3.4.3. Consumer Attitudes towards Blockchain-Based
Marketing Initiatives

The study explored consumer attitudes towards
blockchain-based marketing initiatives, revealing various
perspectives, though the general sentiment leaned towards
favorability. According to Figure 4, among the respondents,
50 individuals, or 37.3%, expressed very favorable attitudes
towards these initiatives. This group was highly enthusiastic
about integrating blockchain technology into marketing,
seeing it as a transformative tool that could enhance
transparency, trust, and consumer engagement. They
appreciated the potential for blockchain to provide verifiable
information about products and services, reduce the likelihood
of fraud, and ensure that marketing claims could be
independently validated. One respondent enthusiastically
remarked:

"...blockchain is a game-changer in marketing. It gives
consumers the confidence that what they are being told is the
truth because the information can be verified independently.
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This kind of transparency builds trust and makes me more
likely to engage with a brand..."

Another substantial portion of respondents, 60
individuals or 44.8%, had somewhat favorable attitudes
towards blockchain-based marketing initiatives. This group
recognized the potential benefits of blockchain but also
harbored some reservations about its current state of
development and the practical challenges associated with its
adoption. They acknowledged that while blockchain could
improve marketing practices by enhancing transparency and
accountability, the technology was still in its early stages, and
its widespread implementation could be hampered by cost,
complexity, and a lack of consumer understanding. These
respondents were cautiously optimistic, hoping that its
adoption would become more widespread as the technology
matures and becomes more user-friendly. A participant from
this group commented:

"...I see the potential for blockchain in marketing,
especially in terms of transparency and trust. However, we are
not there yet. It is still a new technology, and its adoption has
many barriers. But if these challenges are addressed, | think
it could make a significant difference..."

On the other hand, 24 respondents, representing 17.9%,
were not favorable towards blockchain-based marketing
initiatives. These individuals were skeptical about the
practical benefits of blockchain in marketing, viewing it as
more of a buzzword than a viable solution to the industry's
challenges. They questioned whether the technology could
deliver on its promises, particularly in a marketing context
where consumer trust is often more dependent on brand
reputation and ethical practices than technological
innovations. Some expressed concerns that blockchain might
be a marketing gimmick rather than a genuine tool for
improving transparency and accountability. A respondent in
this group shared their doubts, stating:

”... 1 am not convinced that blockchain is the answer to the
issues in marketing. It seems more like a buzzword companies
use to make themselves look innovative. Consumer trust comes
from how a brand behaves and treats its customers, not the
technology they use..."

Generally, the study indicated a positive outlook on
blockchain-based  marketing initiatives, ~with ~ most
respondents recognizing their potential to improve
transparency, trust, and consumer engagement. However, a
significant minority remained unconvinced, viewing the
technology skeptically and questioning its practical utility in
marketing. These findings suggest that while blockchain has
the potential to reshape marketing practices, its success will
depend on how effectively it is implemented and whether it
can overcome the challenges and reservations that currently
exist among consumers.

3.5. Challenges of Blockchain in Marketing

The study identified several challenges associated with
using blockchain in marketing, focusing particularly on
technical, regulatory, and adoption-related issues. These
challenges were explored to understand the potential obstacles
that could hinder the widespread adoption and effective
implementation of blockchain technology in the marketing
industry.

The respondents provided insights into the various
technical difficulties, such as scalability and interoperability,
which have posed significant barriers to blockchain's
integration into marketing strategies. Additionally, the study
examined the regulatory challenges, considering how existing
legal frameworks may not yet be fully equipped to handle the
complexities of blockchain, potentially slowing down its
adoption. Furthermore, the research highlighted the adoption
barriers, including the resistance to change within
organizations and the need for extensive education and
training to foster a better understanding of blockchain
technology among marketers and consumers alike.

Challenges of Blockchain in Marketing

=
< n
< D
o D
= o
ES
D ©
D <=
mw s
.

- Some challenges
- Few challenges

- Significant
challenges

Technical challenges

Regulatory challenges

- Some challenges

N

(&)
N
©

- Few challenges

- Significant
barriers

- Some barriers

- Few barriers

Adoption barriers

Fig. 5 The challenges of blockchain in marketing

28



Lusekelo Kibona / 1JRES, 11(6), 17-32, 2024

3.5.1. Technical Challenges

The study revealed that technical challenges, such as
scalability and interoperability, were significant concerns for
the respondents when it came to implementing blockchain
technology in marketing. As per Figure 5, among the 134
participants, 60 individuals, or 44.8%, identified these
technical issues as significant challenges. They noted that
blockchain's inherent design, while robust, often struggles
with scalability issues, meaning that as the volume of
transactions increases, the system can become slower and
more cumbersome. This is particularly problematic in
marketing, where data processing speed and efficiency are
crucial. Furthermore, interoperability between different
blockchain systems was cited as a major hurdle. Many
respondents expressed frustration with the lack of
standardization across various blockchain platforms, which
makes it difficult for different systems to communicate and
work together seamlessly. One respondent explained:

"...The scalability of blockchain is a major concern for
me. As more marketing transactions and data points are
added, the system tends to slow down, which could seriously
impact performance. Additionally, different blockchains often
do not integrate well with each other, which complicates the
whole process..."

Another 55  respondents,  representing  41%,
acknowledged that while technical challenges were present,
they were somewhat manageable. These respondents
recognized the potential for blockchain technology to
revolutionize marketing but also pointed out that the
technology was still evolving. They noted that ongoing
developments and improvements in blockchain infrastructure
might alleviate some of these technical issues over time.
However, they also cautioned that current limitations still
posed practical difficulties. One participant commented:

"...Tunderstand that blockchain has technical limitations,
particularly scalability and interoperability. However,
technology is advancing, and | believe these issues will be
addressed eventually. For now, though, they create some
obstacles that we must navigate carefully...”

In contrast, 19 respondents, or 14.2%, felt that technical
challenges were minimal. These individuals were either
optimistic about the ongoing advancements in blockchain
technology or had not encountered significant issues. They
were more focused on the positive aspects of blockchain, such
as its potential for enhancing transparency and security, and
were less concerned about the technical hurdles. One
respondent in this group stated:

"...I have not seen major technical challenges with
blockchain so far. The technology seems to be advancing
quickly, and many of the issues people discuss are being
addressed. As blockchain evolves, these technical problems
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will become less of a concern..."

In general, the study highlighted a range of views on the
technical challenges associated with blockchain in marketing.
While many respondents recognized the significant hurdles
posed by scalability and interoperability, there was also a
sense of optimism about the technology's potential to
overcome these issues as it continues to develop. The findings
underscore the need for ongoing innovation and adaptation in
the blockchain space to address these technical challenges
effectively.

3.5.2. Regulatory Challenges

The study in Figure 5 unveiled notable concerns
regarding regulatory challenges associated with blockchain
technology in marketing. Among the 134 respondents, 55
individuals, representing 41%, highlighted regulatory issues
as significant challenges. These respondents expressed that
existing regulatory frameworks often fall short of addressing
the complexities introduced by blockchain technology. They
pointed out that the lack of comprehensive regulations creates
uncertainty for marketers trying to integrate blockchain
solutions. One respondent detailed this frustration, saying:

“...the regulatory landscape is a major stumbling block.
Blockchain operates in a space not fully covered by current
laws, making it difficult for us to navigate compliance.
Implementing blockchain in  marketing without clear
guidelines feels like stepping into uncharted territory...”

Another 60 respondents, or 44.8%, acknowledged that
while regulatory challenges existed, they were somewhat
manageable. These individuals recognized that regulatory
bodies are beginning to address blockchain-related issues but
felt that the process is slow and fragmented. They noted that
the evolving nature of blockchain technology often outpaces
the development of regulatory measures, leading to a
patchwork of rules that can be confusing and inconsistent. A
participant from this group commented:

“...regulatory challenges are present, but there is a
growing effort to address them. It is a mixed bag right now;
some regulations are helpful, but others are still catching up.
We need more uniformity and clarity to move forward
confidently...”

Conversely, 19 respondents, representing 14.2%,
believed that regulatory challenges were minimal. These
individuals either felt that existing regulations were adequate
or had not experienced significant difficulties using
blockchain technology. They were generally more focused on
the potential benefits of blockchain rather than the regulatory
hurdles. One respondent expressed:

“...In my experience, the regulatory challenges have not
been as severe as some might think. Our rules seem sufficient
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for now, and | am optimistic that regulatory bodies will
continue to adapt as the technology evolves. The focus should
remain on leveraging blockchain’s capabilities rather than
getting bogged down by regulatory concerns...”

The study revealed a range of opinions on regulatory
challenges related to blockchain in marketing. While a
significant portion of respondents identified substantial
regulatory hurdles, there was also a recognition of ongoing
efforts to address these issues. The findings indicate a need for
more robust and coherent regulatory frameworks to support
the effective integration of blockchain technology in
marketing while balancing innovation with regulatory
compliance.

3.5.3. Adoption Barriers

The study shed light on various adoption barriers related
to blockchain technology in marketing, revealing a diverse
range of opinions among respondents. According to Figure 5,
a noteworthy portion of the participants, specifically 45
individuals or 33.6%, identified substantial barriers to the
adoption of blockchain. These barriers primarily included
resistance to change, high implementation costs, and a lack of
technical expertise. Many respondents expressed concerns
about the initial investment required for blockchain
integration and the steep learning curve of mastering the
technology. One respondent encapsulated this sentiment by
stating:

“...adopting blockchain is not just about the technology
itself but also about overcoming organizational inertia. The
costs and the need for specialized knowledge are significant
hurdles that many companies struggle with. It is not simply a
matter of installing new software; it requires a fundamental
shift in how we operate...”

An additional 60 respondents, accounting for 44.8%,
acknowledged the presence of some barriers but did not
perceive them as insurmountable. These individuals
recognized that while there were challenges, such as the need
for skilled personnel and the complexity of blockchain
systems, these issues could be addressed with proper planning
and resources. They suggested that incremental adoption and
pilot programs could help mitigate these barriers. One
participant explained:

“...there are barriers to adoption, but they are not as
severe as they might seem at first. By starting small and
gradually scaling up, companies can manage the costs and
technical challenges more effectively. It is about strategic
implementation and building the right expertise over time..."

In contrast, 29 respondents, or 21.6%, felt that adoption
barriers were minimal. These individuals were either
optimistic about integrating blockchain technology or had
already navigated the adoption process relatively easily. They
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were generally more focused on blockchain's potential
benefits and advantages rather than the obstacles. One
respondent from this group noted:

“...In my experience, the barriers to adoption have been
less significant than anticipated. The transition to blockchain
can be quite smooth with the right support and resources. It is
essential to have a clear strategy and to leverage existing
solutions to overcome any minor hurdles...”

The study highlights a range of opinions on adoption
barriers related to blockchain technology in marketing. While
many respondents recognized significant challenges, there
was also a sense of optimism and potential solutions to
overcome these barriers. The findings highlight the need for
tailored strategies to address organisations' specific obstacles
and facilitate a smoother adoption process for blockchain
technology in the marketing sector.

4. Conclusion and Recommendations

The study comprehensively examined the impact of
blockchain technology on marketing, focusing on critical
indicators, including awareness, data privacy concerns, data
security, consumer trust, and adoption challenges. It revealed
that while there is a general awareness and understanding of
blockchain technology's potential benefits and applications,
respondents still vary significantly in familiarity and
understanding. Many participants demonstrated a solid grasp
of blockchain's foundational concepts and its potential in
marketing, yet others showed limited understanding,
particularly regarding blockchain's intricate technical aspects
and broad applications. Data privacy emerged as a crucial
concern, with respondents expressing varying degrees of
worry about data breaches, unauthorized access, and the use
of personal data for targeted advertising.

The study highlighted a predominant concern about
current data privacy regulations, which many felt were
inadequate in addressing the complexities introduced by
blockchain technology. This concern accentuates a need for
more robust and adaptive regulatory frameworks to keep pace
with technological advancements and safeguard consumer
data. The research also emphasized the potential of blockchain
to enhance data security and build consumer trust through
increased transparency and accountability.

However, it identified significant challenges, including
technical issues like scalability and interoperability,
regulatory hurdles, and adoption barriers. While some
respondents viewed these challenges as significant, others saw
them as manageable or minimal. The study's findings suggest
that while blockchain holds promise for transforming
marketing practices, addressing these challenges is crucial for
its effective implementation and widespread acceptance.
Future efforts should focus on improving regulatory clarity,
enhancing technical capabilities, and fostering a more
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supportive environment for blockchain adoption in marketing. will be essential to addressing adoption barriers and
Based on the study's findings, it is recommended that  leveraging blockchain’s potential in marketing more
organizations and regulatory bodies focus on developing clear ~ effectively.

and comprehensive regulatory frameworks to address the

complexities introduced by blockchain technology. Acknowledgments

_ . I want to thank Juma Mdimu Rugina from Ruaha Catholic
_ Efforts should be made to improve technical  yniversity (RUCU) for his support during the preparation of
infrastructure and scalability solutions to overcome the  this manuscript. Ruaha Catholic University management and

identified technical Challenges. Addltlona”y, businesses staff, thank you for your encouragement during data
ShOUld Consider phased adOption Strategies, Starting with p||0t C0||ecti0n, analysiS, and interpretation_

programs to effectively manage costs and technical hurdles.

Enhancing educational resources and training on blockchain Also, I would like to thank my family, especially my kids
technology can help bridge the knowledge gap and facilitate ~ (Neema, Nelson, Nelvin, Nelvis and Angel Lusekelo Kibona)
smoother integration. Lastly, fostering collaboration between for always being there when | needed them.

industry stakeholders, regulators, and technology providers

References

[1] Sara Quach et al., “Digital Technologies: Tensions in Privacy and Data,” Journal of the Academy of Marketing Science, vol. 50, pp. 1299-
1323, 2022. [CrossRef] [Google Scholar] [Publisher Link]

[2] Alexander Bleier, Avi Goldfarb, and Catherine Tucker, “Consumer Privacy and The Future of Data-Based Innovation and Marketing,”
International Journal of Research in Marketing, vol. 37, no. 3, pp. 466-480, 2020. [CrossRef] [Google Scholar] [Publisher Link]

[3] Marketing Customer Data, “Analyzing the Ethical Dilemma between Protecting Consumer Privacy and Marketing Customer Data,” 2011.
[Google Scholar]

[4] Anil Singh, and James T.C. Teng, “Enhancing Supply Chain Outcomes through Information Technology and Trust,” Computers in Human
Behavior, vol. 54, pp. 290-300, 2016. [CrossRef] [Google Scholar] [Publisher Link]

[5] Mark-Silas Malekela, “The Efficacy of the Legal Framework on Data Protection in Tanzania Mainland,” Available at SSRN 4077295, pp.
1-65, 2022. [CrossRef] [Google Scholar] [Publisher Link]

[6] Patricia Boshe, Data Privacy Law Reforms in Tanzania, African Data Privacy Laws, pp. 161-187, 2016. [CrossRef] [Google Scholar]
[Publisher Link]

[7] Beverley Alice Townsend, “Privacy and Data Protection in eHealth in Africa-an Assessment of the Regulatory Frameworks that Govern
Privacy and Data Protection in the Effective Implementation of Electronic Health Care in Africa: Is There a Need for Reform and Greater
Regional Collaboration in Regulatory Policymaking?,” Doctoral Thesis, University of Cape Town, 2017. [Google Scholar] [Publisher
Link]

[8] Alex B. Makulilo, The GDPR Influence on the Tanzanian Data Privacy Law and Practice, Data Protection Around the World, pp. 189-
202, 2021. [CrossRef] [Google Scholar] [Publisher Link]

[9] Shaik V. Akram et al., “Adoption of Blockchain Technology in Various Realms: Opportunities and Challenges,” Security and Privacy,
vol. 3, no. 5, 2020. [CrossRef] [Google Scholar] [Publisher Link]

[10] Dhananjay Yadav et al., “Enhancing Data Security in Cloud Using Blockchain,” 2020 4™ International Conference on Intelligent
Computing and Control Systems, Madurai, India, pp. 753-757, 2020. [CrossRef] [Google Scholar] [Publisher Link]

[11] Juan M. Roman-Belmonte, Hortensia De la Corte-Rodriguez, and E. Carlos Rodriguez-Merchan, “How Blockchain Technology Can
Change Medicine,” Postgraduate Medicine, vol. 130, no. 4, pp. 420-427, 2018. [CrossRef ] [Google Scholar] [Publisher Link]

[12] Mulyati Mulyati et al., “Blockchain Technology: Can Data Security Change Higher Education Much Better?,” International Journal of
Cyber and IT Service Management, vol. 1, no. 1, pp. 121-135, 2021. [CrossRef] [Google Scholar] [Publisher Link]

[13] Shailja Garg, and Tamal Mondal, “Review on Data Privacy, Protection, and Security Challenges in Blockchain Adoption Across Diverse
Domains,” International Journal of Management and Humanities, vol. 10, no. 7, pp. 20-38, 2024. [CrossRef] [Google Scholar] [Publisher
Link]

[14] Jesca Mhoja Nkwabi, “A Review of the Significance of Block Chain Technology in Tanzania,” European Journal of Business and
Management, vol. 13, no. 16, pp. 1-5, 2021. [Google Scholar]

[15] Mohib Hirani, Malka N. Halgamuge, and Pham Duong Thu Hang, “Review: Data Security Models Developed by Blockchain Technology
for Different Business Domains,” 2019 11" International Conference on Knowledge and Systems Engineering, Da Nang, Vietnam, pp. 1-
10, 2019. [CrossRef] [Google Scholar] [Publisher Link]

[16] Rohini Pise, and Sonali Patil, “Enhancing Security of Data in Cloud Storage using Decentralized Blockchain,” 2021 Third International
Conference on Intelligent Communication Technologies and Virtual Mobile Networks, Tirunelveli, India, pp. 161-167, 2021. [CrossRef]
[Google Scholar] [Publisher Link]

31


https://doi.org/10.1007/s11747-022-00845-y
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Digital+technologies%3A+tensions+in+privacy+and+data&btnG=
https://link.springer.com/article/10.1007/s11747-022-00845-y
https://doi.org/10.1016/j.ijresmar.2020.03.006
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Consumer+privacy+and+the+future+of+data-based+innovation+and+marketing&btnG=
https://www.sciencedirect.com/science/article/abs/pii/S0167811620300331
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Analyzing+the+Ethical+Dilemma+between+Protecting+Consumer+Privacy+and+Marketing+Customer+Data&btnG=
https://doi.org/10.1016/j.chb.2015.07.051
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Enhancing+supply+chain+outcomes+through+Information+Technology+and+Trust&btnG=
https://www.sciencedirect.com/science/article/abs/pii/S0747563215300637
https://dx.doi.org/10.2139/ssrn.4077295
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=The+Efficacy+of+the+Legal+Framework+on+Data+Protection+in+Tanzania+Mainland&btnG=
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4077295
https://doi.org/10.1007/978-3-319-47317-8_8
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Data+privacy+law+reforms+in+Tanzania&btnG=
https://link.springer.com/chapter/10.1007/978-3-319-47317-8_8
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Privacy+and+data+protection+in+eHealth+in+Africa-an+assessment+of+the+regulatory+frameworks+that+govern+privacy+and+data+protection+in+the+effective+implementation+of+electronic+health+care+in+Africa%3A+is+there+a+need+for+reform+and+greater+regional+collaboration+in+regulatory+policymaking%3F&btnG=
https://open.uct.ac.za/items/2162c2ff-c8c4-4568-b47f-75364451a99b
https://open.uct.ac.za/items/2162c2ff-c8c4-4568-b47f-75364451a99b
https://doi.org/10.1007/978-94-6265-407-5_8
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=The+GDPR+Influence+on+the+Tanzanian+Data+Privacy+Law+and+Practice&btnG=
https://link.springer.com/chapter/10.1007/978-94-6265-407-5_8
https://doi.org/10.1002/spy2.109
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Adoption+of+blockchain+technology+in+various+realms%3A+Opportunities+and+challenges&btnG=
https://onlinelibrary.wiley.com/doi/abs/10.1002/spy2.109
https://doi.org/10.1109/ICICCS48265.2020.9121109
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Enhancing+data+security+in+cloud+using+blockchain&btnG=
https://ieeexplore.ieee.org/abstract/document/9121109
https://doi.org/10.1080/00325481.2018.1472996
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=How+blockchain+technology+can+change+medicine&btnG=
https://www.tandfonline.com/doi/abs/10.1080/00325481.2018.1472996
https://doi.org/10.34306/ijcitsm.v1i1.36
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Blockchain+technology%3A+can+data+security+change+higher+education+much+better%3F&btnG=
https://iiast.iaic-publisher.org/ijcitsm/index.php/IJCITSM/article/view/36
https://doi.org/10.35940/ijmh.G1696.10070324
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Review+on+Data+Privacy%2C+Protection%2C+and+Security+Challenges+in+Blockchain+Adoption+Across+Diverse+Domains&btnG=
https://www.ijmh.org/portfolio-item/G169610070324/
https://www.ijmh.org/portfolio-item/G169610070324/
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=A+Review+of+the+Significance+of+Block+Chain+Technology+in+Tanzania&btnG=
https://doi.org/10.1109/KSE.2019.8919268
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Data+security+models+developed+by+blockchain+technology+for+different+business+domains&btnG=
https://ieeexplore.ieee.org/abstract/document/8919268
https://doi.org/10.1109/ICICV50876.2021.9388521
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Enhancing+security+of+data+in+cloud+storage+using+decentralized+blockchain&btnG=
https://ieeexplore.ieee.org/abstract/document/9388521

Lusekelo Kibona / 1JRES, 11(6), 17-32, 2024

[17] Bharati Rathore, “Blockchain Revolutionizing Marketing: Harnessing the Power of Distributed Ledgers for Transparent, Secure, and
Efficient Marketing Practices,” International Journal of New Media Studies, vol. 6, no. 2, pp. 34-42, 2019. [Google Scholar]

[18] Bernardus Franco Maseke, “Enhancing Marketing Transparency and Trust through Blockchain Technology,” South Asian Journal of
Social Studies and Economics, vol. 21, no. 3, pp. 83-92, 2024. [CrossRef] [Google Scholar] [Publisher Link]

[19] Abderahman Rejeb, John G. Keogh, and Horst Treiblmaier, “How Blockchain Technology Can Benefit Marketing: Six Pending Research
Areas,” Frontiers in Blockchain, vol. 3, pp. 1-12, 2020. [CrossRef] [Google Scholar] [Publisher Link]

[20] Priyanka Doshi, and Ragav Sandhane, “Enhancing Marketing Capabilities Using Blockchain,” AIP Conference Proceedings, vol. 2519,
no. 1, 2022. [CrossRef] [Google Scholar] [Publisher Link]

[21] Andreas Wenger, “The Internet and The Changing Face of International Relations and Security,” Information & Security, vol. 7, pp. 5-
11, 2001. [Google Scholar]

[22] Mohammad Wasiq et al., “Adoption and Applications of Blockchain Technology in Marketing: A Retrospective Overview and
Bibliometric Analysis,” Sustainability, vol. 15, no. 4, pp. 1-20, 2023. [CrossRef] [Google Scholar] [Publisher Link]

[23] Matti Pérssinen et al., “Is Blockchain Ready to Revolutionize Online Advertising?,” IEEE Access, vol. 6, pp. 54884-54899, 2018.
[CrossRef] [Google Scholar] [Publisher Link]

[24] Tien Minh Phan, Vinh V. Thai, and Thao Phuong Vu, “Port Service Quality (PSQ) and Customer Satisfaction: An Exploratory Study of
Container Ports in Vietnam,” Maritime Business Review, vol. 6, no. 1, pp. 72-94, 2021. [CrossRef] [Google Scholar] [Publisher Link]

[25] Catarina Lemos et al., “Stick or Twist—The Rise of Blockchain Applications in Marketing Management,” Sustainability, vol. 14, no. 7,
pp. 1-16, 2022. [CrossRef] [Google Scholar] [Publisher Link]

[26] Phan-Anh Huy Nguyen, and Huyen Ha, “Evaluate Blockchain—Based Marketing Platforms by AHP Topsis Approach,” CS & IT
Conference Proceedings, vol. 14, no. 6, 2024. [Google Scholar] [Publisher Link]

[27] Amiri Mdoe, Amitabh Mishra, and Md. Motahar Hossain, “How Blockchain and Artificial Intelligence are Changing SME Marketing
Strategies,” 2023 International Conference on Advanced Computing & Communication Technologies (ICACCTech), Banur, India, pp.
194-200, 2023. [CrossRef] [Google Scholar] [Publisher Link]

[28] Aaron M. French, and Marten Risius, “Redefining the Customer Service Relationship through Blockchain,” International Journal of
Electronic Commerce, vol. 28, no. 1, pp. 63-83, 2024. [CrossRef] [Google Scholar] [Publisher Link]

[29] Achilleas Boukis, “Exploring the Implications of Blockchain Technology for Brand—Consumer Relationships: A Future Research
Agenda,” Journal of Product & Brand Management, vol. 29, no. 3, pp. 307-320, 2020. [CrossRef] [Google Scholar] [Publisher Link]

[30] Mohamad Abu Ghazaleh, and Abdelrahim M. Zabadi, “Blockchain (BC) Upending Customer Experience: Promoting a New Customer
Relationship Management (CRM) Structure Using Blockchain Technology (BCT),” Journal of Management and Sustainability, vol. 11,
no. 1, 2021. [Google Scholar] [Publisher Link]

[31] Mudit Saxena et al., “Customer Relationship Management in the Digital Age by Implementing Blockchain for Enhanced Data Security
and Customer Trust,” 2024 2™ International Conference on Disruptive Technologies, Greater Noida, India, pp. 56-59, 2024. [CrossRef]
[Google Scholar] [Publisher Link]

[32] Scholastica Ebarefimia Udegbe, “Impact of Blockchain Technology in Enhancing Customer Loyalty Programs in Airline Business,”
International Journal of Innovative Research and Advanced Studies, vol. 4, no. 6, pp. 257-263, 2017. [Google Scholar]

32


https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Blockchain+Revolutionizing+Marketing%3A+Harnessing+the+Power+of+Distributed+Ledgers+for+Transparent%2C+Secure%2C+and+Efficient+Marketing+Practices&btnG=
https://doi.org/10.9734/sajsse/2024/v21i3786
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Enhancing+Marketing+Transparency+and+Trust+through+Blockchain+Technology&btnG=
http://stm.e4journal.com/id/eprint/2473/
https://doi.org/10.3389/fbloc.2020.00003
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=A+Rejeb%2C+How+blockchain+technology+can+benefit+marketing%3A+Six+pending+research+areas&btnG=
https://www.frontiersin.org/journals/blockchain/articles/10.3389/fbloc.2020.00003/full
https://doi.org/10.1063/5.0112355
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Enhancing+marketing+capabilities+using+blockchain&btnG=
https://pubs.aip.org/aip/acp/article-abstract/2519/1/030049/2828103/Enhancing-marketing-capabilities-using-blockchain
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=The+internet+and+the+changing+face+of+international+relations+and+security&btnG=
https://doi.org/10.3390/su15043279
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Adoption+and+applications+of+blockchain+technology+in+marketing%3A+A+retrospective+overview+and+bibliometric+analysis&btnG=
https://www.mdpi.com/2071-1050/15/4/3279
https://doi.org/10.1109/ACCESS.2018.2872694
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Is+blockchain+ready+to+revolutionize+online+advertising%3F&btnG=
https://ieeexplore.ieee.org/abstract/document/8478235
https://doi.org/10.1108/MABR-01-2020-0003
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Port+service+quality+%28PSQ%29+and+customer+satisfaction%3A+an+exploratory+study+of+container+ports+in+Vietnam&btnG=
https://www.emerald.com/insight/content/doi/10.1108/mabr-01-2020-0003/full/html
https://doi.org/10.3390/su14074172
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Stick+or+twist%E2%80%94the+rise+of+blockchain+applications+in+marketing+management&btnG=
https://www.mdpi.com/2071-1050/14/7/4172
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Evaluate+Blockchain%E2%80%93Based+Marketing+Platforms+by+AHP+Topsis+Approach&btnG=
https://www.csitcp.org/abstract/14/146csit09
https://doi.org/10.1109/ICACCTech61146.2023.00039
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=How+Blockchain+and+Artificial+Intelligence+are+Changing+SME+Marketing+Strategies&btnG=
https://ieeexplore.ieee.org/abstract/document/10441702
https://doi.org/10.1080/10864415.2023.2295071
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Redefining+the+customer+service+relationship+through+blockchain&btnG=
https://www.tandfonline.com/doi/abs/10.1080/10864415.2023.2295071
https://doi.org/10.1108/JPBM-03-2018-1780
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Exploring+the+implications+of+blockchain+technology+for+brand%E2%80%93consumer+relationships%3A+a+future+research+agenda&btnG=
https://www.emerald.com/insight/content/doi/10.1108/jpbm-03-2018-1780/full/html
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Blockchain+%28bc%29+upending+customer+experience%3A+Promoting+a+new+customer+relationship+management+%28crm%29&btnG=
https://heinonline.org/HOL/LandingPage?handle=hein.journals/jms11&div=21&id=&page=
https://doi.org/10.1109/ICDT61202.2024.10489537
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Customer+Relationship+Management+in+the+Digital+Age+by+Implementing+Blockchain+for+Enhanced+Data+Security+and+Customer+Trust&btnG=
https://ieeexplore.ieee.org/abstract/document/10489537
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Impact+of+blockchain+technology+in+enhancing+customer+loyalty+programs+in+airline+business&btnG=

